Cyber Security Awareness ClearCut

IT TRAINING

Duration: half a day

This 3-hour half day course is aimed at a non-technical audience who may be targeted as
the victims of spam, viruses, and other harmful contact from malicious activities. After
attending the course, the delegates will gain a basic grounding into how and why
cybercrime is conducted, and also learn some of the key tools to reduce the chances of

becoming a victim in future.

Key Topics

Understanding Cyber Threats
e Hacking
e Social Engineering
e Email Phishing
¢ Mobile Devices
e Spyware, Ransomware and Malware
e Social Media
* \Web Security
e Physical Security

Preventing Cyber Threats
e Secure Passwords
e Two-Factor Authentication
e Securing Maobile Devices
e Browsing Securely
e Limiting Removable Media
e Encryption
* Destroying Sensitive Data

e Physical Security Measures

e Preventing Phishing




